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Abstract

The ability to dynamically collect and analyze network traffic and to accurately report the current network status is critical in the face of large-
scale intrusions, and enables networks to continually function despite of traffic fluctuations. The paper presents a network traffic model that
represents a specific network pattern and a methodology that compiles the network traffic into a set of rules using soft computing methods. This
methodology based upon the network traffic model can be used to detect large-scale flooding attacks, for example, a distributed denial-of-service
(DDoS) attack. We report experimental results that demonstrate the distinctive and predictive patterns of flooding attacks in simulated network
settings, and show the potential of soft computing methods for the successful detection of large-scale flooding attacks.

© 2007 Elsevier B.V. All rights reserved.
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1. Introduction

As the complexity of Internet is scaled up, it is more likely
for the Internet resources to be exposed to various flooding
attacks like distributed denial-of-service (DDoS) attacks. It was
reported that the DDoS attacks against Web servers such as
Yahoo, e-Bay, and E-Trade were extremely costly in terms of
economical expense, vendor image loss, credibility, and system
stability [5].

In this paper, we focus on characterizing network traffic of
Web server, which is one of the most popular services of the
Internet and thus has become one of the most important Internet
resources being protected. To understand the features of
flooding attacks to Web server, the paper introduces an analysis
mechanism of network traffic. The analysis mechanism uses
transmission control protocol (TCP) flag rates, which are
expressed in terms of the ratios of the number of packets with
specific TCP flags to the total number of TCP packets on
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network to be monitored. All six TCP flags (SYN, FIN, RST,
ACK, PSH, and URG) of packets appeared on network to be
monitored are rated and compared with those on normal
network. Since incoming and outgoing network traffic presents
completely different characteristics, the flag rates are measured
in both incoming and outgoing traffic.

An example to show how the TCP flag rates effectively
characterize DDoS attacks can be found in SYN flooding
attack. During the attack, the number of SYNs drastically
increases and thus SYN flag rate also becomes much larger than
the normal one. What it means is that the increase in SYN flag
rate indicates the possibility of a DDoS attack. In addition to the
flag rates, we also measure protocol rates, which are the ratios
of the number of packets belonging to specific protocols to the
total number of packets on network. The transmission control
protocol (TCP), user datagram protocol (UDP), and Internet
control message protocol (ICMP) rates for both incoming and
outgoing traffic are compared with the normal ones. Under a
specific type of the flooding attack, some of protocol rates and
flag rates significantly change, compared to normal (without the
attack) ones.

We also propose a flooding attack detection mechanism
using soft computing methods [12,31], i.e., inductive learning
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algorithms [2,26] and the probabilistic reasoning of naive
Bayesian classifier [7]. To identify the flooding attacks, we
endow an alarming agent with a tapestry of reactive rules
[23,24]. The reactive rules are constructed by compiling the
results of TCP flag rates or protocol rates, and presence (or
absence) of flooding attacks into state—action rules. The
compilation process exploits the regularities of flooding
attacks, if any, and enables our alarming agents to detect
them. The compiled rules can be obtained from soft computing
algorithms which use the results of TCP flag rates and protocol
rates performed offline as their inputs. Further, it is desirable
that each of the compilation methods be assigned a measure of
performance that compares it to the benchmark. The various
compilations available constitute a spectrum of approaches to
making detections under various attacks on Web sites.

In the following section, we will discuss related work and, in
Section 3, address the question of how to analyze network
traffic characteristics and then define two network traffic rates.
Section 4 describes a simulated network environment and
shows clear factors that indicate the symptoms of various
flooding attacks. Section 5 proposes a flooding attack detection
mechanism based upon the network traffic model, validates our
framework empirically, and presents the experimental results.
In conclusion, we summarize our results and discuss further
research issues.

2. Related work

Since flooding attacks could be made on any host over the
Internet [9,19,21], a number of approaches preventing the
attacks or minimizing damages on the hosts have been
rigorously proposed in the fields of Internet security. Most
research [6,10,14,29] has focused on analyzing the pattern of
the flooding attacks. One of them [14] uses the randomness and
distribution of source IP addresses. In [6,14], if the randomness
of source IP addresses is getting higher than usual, it indicates
that a DDoS attack occurs. Gil and Poletto [6] examined IP
packet flows of ingress and egress directions, based upon their
own data-structure, MULTOPS. Their network monitoring
device using the MULTOPS detects the flooding attacks by
“the difference between packet rates going out of a victim and
coming from the attacker.” Their assumption for the detection
is based on the disproportional difference between the packet
rates, which is introduced by the randomness of ‘malicious’
packets. Kulkarni et al. [14] traced the source IP addresses and
constructed Kolmogorov Complexity Metrics for identifying
the randomness of source IP addresses. The Kolmogorov
Complexity Metrics [17] changes depending on the degree of
randomness of spoofed source IP addresses. However, these
approaches are not effective when attackers reduce the level of
randomness of source IP addresses or when they use actual IP
addresses instead of spoofed ones.

Wang et al. [29] proposed another approach to a DDoS
attack detection mechanism, which examined the protocol
behavior of TCP SYN-FIN (RST) pairs. If there are no DDoS
attacks against a TCP-based server, the rate of SYNs for TCP
connection establishment is similar to the rate of FINs for TCP

connection termination. On the other hand, the rate of SYNs in
the SYN flooding attack clearly differs from that of FINs. Thus,
the metrics of SYN-FIN (RST) pairs could be useful to detect
the SYN flooding attack against TCP-based servers. This
approach is somewhat similar to our approach in the sense that
both of them take into account TCP flags to detect flooding
attacks. While their method can be applicable only to SYN
flooding attacks, however, the approach proposed in this paper
is more general and sophisticated so that the proposed approach
can be applicable to detecting various flooding attacks, i.e.,
including SYN flooding attacks, UDP, ICMP, mixed flooding
attacks, and so on.

In [1,22,28], they proposed preventive ways to restrict
flooding attacks through disconnecting systems involved in the
attacks from network or searching-and-removing the programs
being utilized for the attacks. The Class Based Queuing (CBQ)
technique proposed in [11] divides an output queue into several
sub-queues and assigns a low bandwidth to a queue that handles
suspicious traffic, meanwhile safe traffic flows in queues with
larger bandwidths. Restricting the bandwidth reduces unsafe
traffic passed to system (intended to protect) and enables the
system to efficiently fight against attack. The on—off feedback
control strategy proposed in [18,30] suggests a coordinated
defense scheme against DDoS attacks, based on backward-
propagation. When a host finds itself becoming a hot spot, it
asks the neighboring nodes and routers to reduce influx of
attacking packets. The technique may be useful to restrict
incoming packets with suspicious symptom but the authors did
not suggest any possible way to differentiate the packets
utilized for flooding attacks and other safe packets. Intuitively,
it is not an easy task at all to distinguish safe packets from
unsafe ones.

To distinguish malicious packets from safe packets, we
extract features from various network traffic in the presence/
absence of a flooding attack using soft computing methods.
Applying soft computing methods for rule extraction has been
used to detect specific phenomenon in many domains [4,13,20]
but, to our best knowledge, it might be first attempt for the
detection of flooding attack. In our framework, the soft
computing methods compile a pair of network traffic and
flooding attack into a set of reactive rules. As we mentioned
above, most approaches model the collateral effects of flooding
attacks while our approach focuses on the flooding attack itself.
In other words, since our framework models the pattern of
network traffic on the hosts attacked, we could apply our
framework to general flooding attack situations, regardless of
the various behavior patterns of unknown flooding attacks.

3. Traffic rate analysis

We rely on the dynamics of network traffic rates, i.e., TCP
flag rates and protocol rates, to analyze the characteristics of
Web traffic under flooding attacks [16]. That is, we believe that
the number of TCP packets with specific flags drastically
changes or the number of IP packets belonging to a specific
protocol (TCP, UDP and ICMP) sharply increases or decreases,
when the flooding attacks occur. This is because the flooding
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attacks use a huge amount of packets belonging to a specific
protocol with particular flags. For example, when a SYN
flooding attack is made, the number of TCP packets with a SYN
flag for inbound traffic tremendously increases. In conse-
quence, the TCP protocol rate and the SYN flag rate of inbound
traffic go up to nearly one in a very short period.

For a way to efficiently analyze the features of flooding
attack traffic, we use a network traffic analysis technique, traffic
rate analysis (TRA). The TRA uses the traffic flowing into a
victim (a Web server) as the input, and the traffic flowing out of
the victim as the output. From its input and output, the TRA
extracts two characteristic factors: TCP flag rates and protocol
rates. The two rates expressed as the ratios of specific packets to
the total number of packets in network are used to characterize
the symptoms of the flooding attack and become the training
data of the soft computing methods for the detection of the
flooding attack (we give a detail of detection mechanism in
Section 5). Since the amount of packets a host can handle varies
with its hardware and software, we believe that it is reasonable
to rely on their rates instead of the absolute amount of packets.
That is, we eliminate the ambiguity introduced by counting the
number of specific protocol packets with particular flags
through normalizing the numbers with the total number of
packets flowing on the network."

In the TRA, all packets flowing into and out of a Web server
are captured and classified. The first classification process
determines whether or not a packet belongs to TCP, UDP or
ICMP, referencing the protocol field in its header. In case of
TCP, further, the second classification procedure is applied and,
the packet is separated into TCP header and payload. From the
TCP header, which contains SYN, FIN, RST, ACK, PSH, URG
flags and other fields, the flags are tested to determine whether
or not they are set. If any flag of six TCP flags turns on, the flag
is counted. The classification and counting procedure is
performed for all captured packets. The numbers of TCP, UDP
and ICMP packets are also counted along with the total number
of packets in network during a specific pre-determined
observation period #4 (s). Then two rates, TCP flag rates and
protocol rates, are computed as defined in Eq. (1).

total number of aflag (K) ina TCPheader

R, |Ki] = inbound
LKl total number of TCP packets (inbound)
Ry, [Ko] = total number of aflag (K) ina TCPheader (outbound)

falfol ™ total number of TCP packets
(1)

Here, t,4 stands for observation period. K stands for one of six
flags: SYN, FIN, RST, ACK, PSH, and URG. For simplicity,
these flags are denoted as S, F, R, A, P, and U for either inbound
(i) or outbound traffic (o), respectively. For example, R,[A;]
represents the ratio of ACK packets to the total number of TCP
packets captured for 2 s as an observation period.

The protocol rates are also defined similarly by the ratio of
the numbers of TCP, UDP, or ICMP packets to the total number

! This is called the normalized traffic rates.

of IP packets as follows:

R,,[[TCP|UDP|ICMP],]
__total number of [TCP|UDP|ICMP] packets

inbound
total number of IP packets (inbound)
R, [[TCP|UDP|ICMP] ]
_ total number of [TCP|UDP|ICMP] packets (outbound)
total number of IP packets
@

R, [[TCP|UDP|ICMP],] has the similar meaning as R, [K,]
does except R, d[[TCP|UDP|ICMP]X] represents protocol rate
(one of TCP, UDP or ICMP), instead of flag rate. For example,
R[TCP,] stands for the TCP rate of outbound traffic when the
observation period is set to 1 s. As we mentioned before, the use
of flag and protocol rates eliminates the possibility of any
misunderstanding introduced using absolute numbers of
specific packets. In the following section, the flag and protocol
rates represent the features of flooding attacks and provide the
basic model for the detection of flooding attacks.

4. Characterizing the traffic of flooding attacks

Fig. 1 illustrates the simulated setting running on 100 Mbps
bandwidth network. The Web server using Apache, Web
clients, DDoS attackers, and the network monitoring device
including a packet collecting agent and an alarming agent are
implemented on LINUX machines. We use the following
software packages: SPECweb99 [3,27] running on Web clients
generates Web traffic; Tribe Flood Network 2000 (TFN2K)
[3,25] running on DDoS attackers simulates flooding attacks
with random ports; and libpcap [3,15] used by the network
monitoring device captures all packets going into and flowing
out of the Web server.

=

=

Web Web DDoS DDoS
Client Client Attacker Attacker

Internet

Web Server

Fig. 1. The simulated network setting.

Packet Collecting Agent

& Alarming Agent
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While the Web clients request Web services, the DDoS
attackers issue various well-known flooding attacks towards the
Web server in diverse traffic pattern. The packet collecting
agent, sitting on the network monitoring device, captures IP
packets and classifies them into TCP, UDP, or ICMP packets.
The agent looks into TCP packets in detail and separates them
into headers and payloads. The alarming agent then calculates
the two traffic rates, detects DDoS network flooding attacks
upon the traffic rate, and then finally issues an alarm in case of a
flooding attack.

We measured two traffic rates — flag rates and protocol rates —
intwo settings: Web traffic without and with flooding attacks. For
each network traffic setting, we changed two factors, Simulta-
neous connections (SC) and Requests per Connection (R/C), to
emulate different Web traffic patterns. The SC is the number of
HTTP connections at a given time, which approximately mimics
the number of users in real network. The R/C represents the
number of requests to be issued in a HTTP connection. In our
empirical study, we used 5, 10, 50, 100, 150, and 200 for SC and
1,2, 5, and 10 for R/C. For each value, 10 sets of experiments
were performed repeatedly and the traffic rates were averaged to
eliminate a possible randomness.

In the following subsections, we present the characteristics
of normal Web traffic (without flooding attacks) measured in
the simulated network setting. Then the characteristics of
normal Web traffic are compared with the ones under various
flooding attacks. In the end of this section, some significant
changes in the network traffic in the presence of flooding
attacks are summarized.

4.1. Normal network traffic rates

Some experimental results of normal Web traffic are
depicted in Figs. 2 and 3, when R/C varied from one to five,
the observation period 74 (s) was either 1 or 5 s, and SC was set
to 200. We varied #4 and SC values very widely but we did not
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observe any significant change in the traffic rates with different
values of #3 and SC. The simulation results also show that
varying the sampling period did not produce any significant
difference. Thus, the simulation results with a pair of SC and R/
C, and a fixed sampling period presented in the following
subsections can be considered as the representative results, and
we will discuss the characteristics of these results.

In the protocol rates, as depicted in Figs. 2(b) and 3(b), all of
inbound and outbound packets belonged to TCP and thus the
TCP protocol rate became exactly one. The experimental
results simply show the fact that Web service uses TCP
protocol. In the TCP flag rates of inbound traffic, as shown in
Figs. 2(a) and 3(a), all flag rates except ACK were less than 0.1.
On the other hand, the rate of ACK was close to 1.0. The results
show that every normal TCP packet sends an acknowledgement
as a notification of receipt, but SYN and FIN packets are sent
only once per each connection and other flag packets are
seldom transferred. As R/C increased, R,[A;] slightly increased
or decreased but not significantly when S/C (approximately
same as the number of clients attached to the server at a
moment) varied. In the outbound flag rates, as shown in Figs.
2(a) and 3(a), SYN and FIN rates were nearly same as those of
the inbound traffic. The ACK rate became almost one since the
server had to send an acceptance notification to every incoming
packet. The Figs. 2(a) and 3(a) show that about 60% of the
outbound packets set their PSH flags. Other flag rates were
almost less than 0.1 as in the inbound traffic. Two figures with
different tzy show that varying #; did not produce any
significance on the traffic rates.

4.2. Traffic rate distributions with various flooding attacks

The flag and protocol rates were measured and analyzed
under several well-known flooding attacks: SYN, UDP, and
ICMP flooding attacks. For emulating the attacks, the TFN2K
[25] was utilized. For SC and R/C, we used 100 and 1,
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Fig. 2. Network traffic rates of normal Web traffic when SC =200 and #4 =1 s. (a) TCP flag rates. (b) Protocol rates.
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Fig. 3. Network traffic rates of normal Web traffic when SC =5 and 74 =5 s. (a) TCP flag rates. (b) Protocol rates.

respectively, and 74 was set to 1 s. As mentioned before, varying
the values of SC, R/C and #4 did not make any difference on the
results and we, therefore, illustrate those specific simulation
results in the following subsections.

4.2.1. SYN flooding attack

Fig. 4 presents the inbound and outbound TCP flag rates and
protocol rates when a SYN flooding attack was made to a Web
server. The attack was performed using random ports during the
period of 30-70 (s). In Fig. 4, the rates before 30 and after 70 s
were normal and the rates during the attack period were
influenced by the attack.

In Fig. 4(a), R{[A;] went down to about 0.0, due to the SYN’s
burst during the attack, even though the number of ACK
packets did not change significantly. On the other hand, R[S;]
and R;[U;] in the inbound flag rates drastically changed and
went up to almost 1.0. As depicted in Fig. 4(b), the outbound
flag rates were not affected nearly by the attack. This reveals
that the victim replied to all incoming packets as usual even
though the packets were for a DDoS attack. The total number of
replied packets might be changed but the rates remained as
before. In Fig. 4(c and d), the inbound and outbound protocol
rates were just R;[TCP;] and R,[TCP,], since all utilized
packets were TCP packets. Obviously, all other protocol rates
were zero.

4.2.2. UDP flooding attack

Fig. 5 shows the inbound and outbound flag rates and
protocol rates under a UDP flooding attack. The UDP flooding
attack was made between 20 and 60 s. Right after the attack, as
shown in Fig. 5(c), R;[UDP;] drastically increased while
R[TCP;] decreased as much. But the flag rates did not change
visibly even though the amount of TCP traffic decreased, since
the UDP flooding attack was done with UDP packets. Unlike
R{[UDP], the UDP protocol rate — R{[UDP,] — in the outbound
network traffic did not change significantly and remained in
normal data flow, as depicted in Fig. 5(d), because most

incoming UDP packets on random ports did not require any
response.

4.2.3. ICMP flooding attack

Fig. 6 shows inbound and outbound TCP flag rates and
protocol rates under an ICMP flooding attack, which was made
between 20 and 53 s. The inbound traffic rates shown in
Fig. 6(a) sporadically went up and down, since a very few TCP
packets were allowed to flow into a victim due to the flooding of
ICMP, and also only a few number of specific flag packets
varied in a particular time. In Fig. 6(b), all flag rates were nearly
zero. This result indicates that no TCP flags were flown out of
the victim. The rates were simply zero if no packets were
observed on monitoring network.

The ICMP protocol rate for inbound traffic, R[ICMP;],
increased from nearly zero to one. Like R,[UDP;] under UDP
flooding attack, the increase of R;[ICMP;] under the ICMP
flooding attack was natural. One notable thing is that
R[ICMP,] sharply went up and down, as depicted in
Fig. 6(d), since all of inbound ICMP ping requesting packets
asked for a Web server (victim) to reply with ICMP ping
acknowledging packets but the victim was not able to
continuously send any packet due to the flooding of ICMP
packets.

The experimental results in this section imply that, in order
to clearly characterize the symptoms of various flooding
attacks, the alarming agent needs to calculate all four traffic
rates together, which are flag rates and protocol rates for
inbound and outbound network traffic, respectively. In Table 1,
we summarize the network traffic rates with significant
changes.

In Table 1, T indicates that a specific rate approaches to
nearly one and | means nearly zero. To determine whether or
not a SYN flooding attack is made, our alarming agents need to
watch the fluctuation of flag rates and, for UDP and ICMP
flooding attacks, they need to check protocol rates. For the
cases of SYN and UDP flooding attacks, the inbound traffic
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Fig. 4. Network traffic rates under SYN flooding attack. (a) Inbound TCP flag rates. (b) Outbound TCP flag rates. (c) Inbound protocol rates. (d) Outbound protocol rates.

rates are crucial to detect flooding attacks. However, the
alarming agents might watch both inbound and outbound traffic
rates for the purpose of detecting ICMP flooding attacks. In the
next section, we will show how the above traffic rates provide
attributes for our flooding attack detection algorithm.

5. Detecting flooding attacks using soft computing
methods

We propose a brokering agent architecture, as consisting of a
packet collecting agent and an adaptive reasoning agent — an
alarming agent — that analyze network traffic, detect network
flooding attacks upon the traffic rate, and finally issue an alarm
in case of a flooding attack. To inspire adaptability into our
alarming agents, we use soft computing methods [12,31], i.e.,
inductive decision tree algorithms [2,26] and the probabilistic
reasoning of Bayesian approach [7], and compile the models of
network traffic into a set of rules using them.

5.1. Bayes theorem and decision tree-based induction
algorithms

Bayes rule examines whether or not a property observed as
evidence belongs to a specific hypothesis (or class), given a set of
data distribution. Bayes theorem [7] can be defined as follows:

P(xi|h;)P(h))

P(hjlx;) = S0y P(xilhj)P(hy)

3)
where

e a set of observable attributes, X = {xq, x5, ..., X,};

e a set of hypotheses in a domain, H = {hy, h,, ..., h,,};

e P(hjlx;) is the posterior probability of the hypothesis #;,
h; € H, given that x;, x; € X, is an observable event.

In our framework, the set of observable attributes, X, consists
of TCP flag rates and protocol rates, and the hypotheses are either



1206 S. Noh et al./Applied Soft Computing 8 (2008) 1200-1210

1.2
" 1 —4— R1[Si]
a '
m 0.8 —=— R1[F]
© R1 [Ri]
(=]
5 0.6 —— R1 [A]]
o 04 - —%— R1[Pi]
'9 ﬂ ﬁ —e— R1[U]]
0.2 —+— R1Ni]
(a) 1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61 64 67 70 73 76 79
Time (sec)
1.2
1 == R1]|5q]
w -
L 08 ¥, £, s .?si,. L3 P R1[Fol
& . M "& r‘va ‘\ %‘x‘ W v-\‘\ A R1[Ro]
g o6 3, *¥ i i R1[AO]
- \& v U N‘(\f —%— R1 [Po]
o 04
&) ¥ —e— R1[Uo]
._
0.2 —+— R1[No]
0
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81
() Time (sec)
1.2
T £ 0 L — 1.0 © L 1
g f
§ 08 —— R1[TCPi]
g 0.6 —=— R1[UDPi]
g 1 |
8 o4 R1 [ICMPi]
g |
0.2 |
0 P?V?TT"LI’TT"??‘?"\{\'rf'lr'lrum’\’wrrv'!W‘l’V\r!’VWN\l’mh’ki\'vrvvvivrvyvvvrlv TYTTYYYTYTYY
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81
(c) Time (sec)
1.2
i 1 v o
2
@
o 0.8 —+— R1[TCPo]
g 06 —8— R1 [UDPo]
L
5 04 R1 [ICMPo]
o
0.2
0 ‘V!‘TT?‘YL'!"?I'T!I’I"_FI"l""'I'T'I"I'I'I"FI!’I"!!’"'l"!!"I'I"F!'If!!I!l‘!‘"l"!'fff"l'I!'?J‘I‘TT?V"'U"
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 &1 65 69 73 77 81
(d) Time (sec)
Fig. 5. Network traffic rates under UDP flooding attack. (a) Inbound TCP flag rates. (b) Outbound TCP flag rates. (c) Inbound protocol rates. (d) Outbound protocol
rates.
Table 1
Network traffic rates with significant changes
Types of attacks Inbound Outbound
Flag rates Protocol rates Flag rates Protocol rates
SYN RI[S:1 T, RIUI T, RIA] |
UDP R[UDP;] 1, R[TCP;] |

ICMP R[ICMPj] 1, R[TCP] |

R[ICMP,] 1, R[TCP,] |
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Fig. 6. Network traffic rates under ICMP flooding attack. (a) Inbound TCP flag rates. (b) Outbound TCP flag rates. (c) Inbound protocol rates. (d) Outbound protocol

rates.

a flooding attack or no flooding attack. Given the set of data as
evidence, Bayes rule allows us to assign probabilities of
hypotheses, P(h;|x;). Our alarming agents compute P(h;|x;)
during online, and set an alarm when the probability of a flooding
attack given input is greater than that of no flooding attack.

The decision tree approach such as ID3, C4.5 [26] and CN2
[2] is to divide the domain space into classified regions, which
are given by a set of classes C = {cy, ¢3, - . ., ¢;,}. The basic idea
of the decision tree-based induction algorithms finds out a set of
ordered attributes, X = {xy, x,, . . ., x,,}, which split the datasets
into a correct classification with the highest information gain
first. A decision tree has internal nodes labeled with attributes
x; € X, arcs associated with the parent attributes, and leaf nodes
corresponding to classes c; € C.

The decision tree-based induction algorithms, thus, generate
a tree representing a model of network traffic in the simulated
network setting. Once the tree is built using training data, the
optimal rules from the tree can be obtained and are applied to
the new network traffic to determine whether or not a flooding
attack is made.

5.2. Compilation of network traffic

Let S be the set of traffic states that the adaptive reasoning
agent can discriminate among, and let L be the set of
compilation methods (soft computing methods) that the agent
employs. Given a soft computing methods /€ L, a set of
compiled decision-making rules of an adaptive reasoning agent
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is defined as
p; : S — {attacks, no attacks} (@)

representing whether a flooding attack occurs in the state s € S.
Thus, various soft computing methods compile the models of
network traffic into different functions p;, We generate the
training examples for these algorithms from TCP, UDP and
ICMP-based network environments.

5.3. Learning results

To construct compiled rules for our alarming agents, we used
three machine learning algorithms: C4.5, CN2, and naive
Bayesian classifier. C4.5 represents its output as a decision tree,
and the output of CN2 is an ordered set of if—then rules. For the
Bayesian classifier, the results are represented as rules
specifying the probability of occurrence of each attribute value
given a class [2], in our case ‘attacks’ and ‘no attacks.’

In our traffic rate analysis mechanism, under the SYN
flooding attack, the attributes of situations that the alarming
agents could sense were the SYN flag rate for inbound traffic
R[S;] and the ACK flag rate for inbound traffic R[A;]. For the
benchmark, we also computed the rate of SYN-FIN pair, which
is a core of Wang’s SYN flooding detection mechanism [29].

Using the three machine learning algorithms [8] and the
training examples as inputs, we could get the compiled rules as
described in Figs. 7 and 8.

Using our model of traffic rate analysis, C4.5 indicated that
the SYN flooding attacks occurred if R([S;] was greater than
0.4. The rules obtained by CN2, as shown in Fig. 7, was similar
to the ones of C4.5 but the resulting value of the SYN flag rate
was 0.48. The Bayesian classifier showed that the average of
R [S;] was 0.98 given the class of ‘attacks.” The learning results

MaxTrain: 719, MinTest: 0
C4.5 Trees:
Decision Tree:

R[Si] <= 0.4 : WEB (361.0/1.0)
R[Si] > 0.4 : SYN (359.0)

Errors = 1/720

CN2 Decision List:
IF "R[Si]">0.48
THEN class = "SYN" [0 359]
ELSE
IF "R[Si]">0.02
THEN class = "WEB" [332 0]

ELSE

IF "R[Si]" < 0.02

THEN class = "WEB" [28 0]
ELSE

(DEFAULT) class ="SYN" [0 1]
Errors = 0/720

Bayes Classifier:

P(class=WEB) = 0.500000
P(R[Si]|class=WEB) = G(0.071971,0.051441)
P(R[Ai]|class=WEB) = G(0.928013,0.051446)

P(class=SYN) = 0.500000
P(R[Si]|class=SYN) = G(0.982168,0.067275)
P(R[Ai]|class=SYN) = G(0.017831,0.067275)

Errors = 1/720

Fig. 7. Learning results based upon our model of traffic rate analysis.

MaxTrain: 719, MinTest: 0
C4.5 Trees:
Decision Tree:

RIFi}/R[Si] <= 0.038656 : SYN (360.0/2.0)
R[Fi}/R[Si] > 0.038656 : WEB (360.0/2.0)

Errors = 4/720

CN2 Decision List:
IF "R[Fi/R[SI]" > 0.83
THEN class = "WEB" [263 0]
ELSE
IF "R[Fi/R[SI]" < 0.04
THEN class = "SYN" [2 358]
ELSE
IF 0.09 < "R[FiJ/R[SI]" < 0.83
THEN class = "WEB" [91 0]
ELSE
IF "R[FiJ/R[Si]" < 0.06
THEN class = "WEB" [3 0]

ELSE

IF _"R[Fi/RSI]" < 0.45

THEN class = "SYN" [0 1]
LSE

E
(DEFAULT) class = "WEB" [1 1]
Errors = 3/720

Bayes Classifier:
P(class=WEB) = 0.500000
P(R[Fi)/R[Si]|class=WEB) = G(0.965380,0.402598)
P(class=SYN) = 0.500000
P(R[Fi)/R[Si]|class=SYN) = G(0.003586,0.044161)
Errors = 8/720

Fig. 8. Learning results based upon Wang’s work.

for Wang’s work, as shown in Fig. 8, were generated over the
SYN-FIN pair, R|[F;l/R[S;].

To evaluate the quality of various rule sets generated by
different learning algorithms the performance obtained was
expressed in terms of the ratio of {total number of
alarms — (number of false alarms + number of missed alarms) }
to the total number of alarms. The false alarm is defined as the
alert turns on when a flooding attack does not occur, and the
missed alarm is defined as the alert does not turn on when the
attack does occur.

To find a meaningful size of the training set which could
guarantee the soundness of the learning hypothesis, we
generated several sets of training examples whose size was
48, 96, 144, 192, 240, 480, 720, 960, 1200, and 1440 tuples,
respectively. The resulting performances (%) and the sizes of
training examples are shown in Fig. 9. In the traffic rate
analysis, the best performance was achieved by the rules
compiled using Bayesian classifier, as depicted in Fig. 9(a),
when the training instances were 720. In the learning curve of
the Wang’s work, as depicted in Fig. 9(b), since the
performances obtained by C4.5 and Bayes algorithms were
almost identical, the rules compiled using C4.5 with 1440
training instances were chosen.

By using the compiled rules, we tested the performances of
the two network traffic analysis mechanisms (TRA and Wang’s
work) on new sets of network flow patterns. The testing
network flows were generated during 100s. In the testing
network environment, the Simultaneous Connections were 7,
15, 40, 70, 130 and 160, the Requests per Connection were 4,
12, 18, and 24, and the DDoS flooding attacks were made using
three different time slots, i.e., four 10 s, two 10 s, and one 30 s
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Fig. 9. The SYN flooding attacks detection performances using the resulting
rules compiled by C4.5, naive Bayes, and CN2 learning algorithms in (a) TRA
and (b) Wang’s work, respectively.

ranging from 30 to 60 s. These combinations, thus, lead to
eventually 72 different Web traffics and the flooding attacks.

We analyzed the performance results in Table 2 using the
standard analysis of variance (ANOVA) method.

Since the computed value of f=178.015076 in ANOVA
exceeds 6.63 (=fy.01.1.142), We know that the two mechanisms
were not all equally effective at the 0.01 level of significance,
i.e., the differences in their performance were not due to chance
with probability of 0.99. In the experiment, missed alarms did
not happen and all the errors measured were caused by false
alarms. Our alarming agent’s performance using the TRA
mechanism was better than that of Wang’s SYN flooding
detection mechanism. This result indicates that R,[A;] was
more crucial than R[F;] in case of the SYN flooding attacks
detection.

To measure the performance of the three learning
algorithms, we applied the rules compiled using them to
new network traffic characterized by TRA mechanism. In the
experiment, the performances of our alarming agents using the
three learning algorithms were exactly the same. ANOVA
revealed that the three machine learning algorithms were all
equally effective.

We also tested our alarming agent’s performance in UDP
and ICMP flooding attacks using the same set of learning
algorithms.

Table 2
Performances in TRA and Wang’s work

Methods Performances (%)
TRA 99.881321 4+ 0.316758
Wang’s work 97.022569 + 1.791220
ANOVA f=178.015076

100.00
99.99 —
8 5008 P
o o /' g Cas5
£ 99.97 b ——Ca.
5 9996 / —s— Bayes
= : j —a&— CN2
& 9995 7
99.94 y
99.93 g : :
48 96 144 192 240 480 720 960 1200 1440
(a) Training Instances
ICMP flooding attacks Detection Performance
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99.94
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(b) Training Instances

Fig. 10. The (a) UDP and (b) ICMP flooding attacks detection performances
using the resulting rules compiled by C4.5, Bayes, and CN2 learning algorithms
in our model of traffic rate analysis.

As depicted in the Fig. 10, our alarming agents also showed
fairly good performances in detecting UDP and ICMP flooding
attacks. The detection performances of UDP and ICMP
flooding attacks were almost 100% and higher than that of
SYN flooding attacks. Since there were no UDP and ICMP
packets in the normal Web traffic, our alarming agents could not
miss their alarms for the UDP and ICMP flooding attacks
whenever the attacks were made on the TCP-based Web server.

6. Conclusions

We investigated the traffic rate analysis as a network traffic
flow analysis mechanism and, using our TRA mechanism,
analyzed TCP-based network flows. The experiments on the
TCP-based server showed the distinctive patterns of flag rates
and protocol rates in case of the flooding attacks, i.e., SYN,
UDP, and ICMP flooding attacks, and in absence of a flooding
attack, respectively. Further, we detected the network flooding
attacks using a set of rules compiled by various machine
learning algorithms (C4.5, CN2, and naive Bayes Classifier),
and compared our detection performance to the benchmark.
The combination of traffic rate analysis and flooding attacks
detection mechanism enables Internet resources to be safe and
stable from the ongoing flooding attacks.

In our future research, to determine the reliability of our
method, we will continuously test our framework in different
network settings, for example, SMTP and FTP servers. We will
also extend our work to various kinds of worm propagation in
scaled-up network settings. As part of our ongoing work, we are
analyzing the features of non-autonomous propagation worms,
for example, email attachment worms using SMTP protocol.
We hope that our framework will be applicable when the
fluctuation of network traffic becomes prohibitive, and be
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valuable to detect flooding attacks as well as worms on the
Internet.
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